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Abstract of JP 2000231760 (A) 

PROBLEM TO BE SOLVED: To decode ciphered 
data using an old generation secret key even 
though the secret key is updated. SOLUTION: In an 
optical disk 7, the generation of a sector key Eks, in 
which ciphered contents are written, is written. A 
generation discriminating circuit 49 discriminates 
the generation of the key Eks used in the ciphering. 
A Km memory 44 outputs a master key Km 
corresponding to the discriminated generation to an 
Ekd decoding circuit 46. The circuit 46 decodes a 
ciphered disk key Ekd by using the key Km. And 
Ekd decoding circuit 47 decodes the ciphered 
sector key Eks by using a disk key Kd to obtain a 
sector key Ks. A contents data decoding circuit 48 
decodes ciphered contents data by employing the 
key Ks. 
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M^Jff^fcS^VTfir^LT, DisclD^^-TSo M 

«t©#fj£*WU M^?iJ^#^0SS2 2 fcHI— 

[0 0 4 3] Kemfg^^i— ;W SOKm^-tU 4 4 
ttx HifcOVX^-Km^fe'bt-rSo Kemfg3~e^- 
;P4 3 ©hashi»iSr.[H]E8 4 5t±, VX£+— KmilDiscID© 
i|g-£*£j£U C ftfchash|»jR*jiffl bt-l , 7i^f^ 40 
7VX^+- Kera^fh^'TSo COKemfg^^rL— )V 4 
3^ Kem«^^a-;l/2 3 fcpfl— ©«j£fcS*U M 
#^ffl-rS<t?fcLT*>J;l/^ ClT? ( Kn^t'J 2 4 
fcKm^^U 4 4fc:flE , l5tStiSVX*^— £O^T\ 0 5 

[0 0 4 4] Krn^U 2 4, 4 4 {C«\ VX#— ^-Km 

1 7bS3 ©VX^— Km^E1tSftT^5#J*3SLTV'> 
§„ fffc^m^OVX^^-Kmti, ixil ^©frfcfc 
^©VX^-Km^fESSnfc^V X^ 7 *fl-LT 50 
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72 

LTffiTfJ^ftSo VX£^— Km^gHli^Sg-T^WX 
Bg-§-it*f£|#£-tJ\ Kra^*y 2 4, 4 4(cfB«^nsv 

[0 0 4 5] EKdfI^lH|g§ 4 6 It. ^X^7fr6i 
^ffi^nfcB^ffb^VX^-EKd*. Y7i^f-f7 
VX#^— KemT?tg-f§LT\ fV X * ^— Kd**ffit" 
§o EKs^dlES 4 7 tt, t^tVX^ 7frP>;§"fe^£Si 

fflU ^VX^^-KdTil^LT, -fe^*-Ks*StB 

[0046] fftfWJaiJiaiM 9«\ f-^iy/OA-y 
^ri^ttst, mi/7*— #*iceisnT^*3>T- 

SftTV^frSPRWrU ^OWWISS^Km^tU 4 4£ 

m^j-rso Km^^ey 4414, tt^jsunim 4 9frem±) 

X^^-Km^hashMS{[lIfiS4 5 {ctBXjT So 
[0047] nyfyyf-^^f-i'x^ 7 
aassns»&©Bg#ftffls 4 h 6 

©7n-ft-M:#,iLTli1-§„ X^-y7°S He 
*3V^T, DlsclDHg#fl:a«|5|ft2 l«, )tfVX^7© 
y— hWxyTfcs EDisclD^S#ii*tlTV^^S 
frCDf !lje*ff V\ KdBf^{fcfI^[plES 2 6 44, ftfV X ^ 
7 © y — hV yxU T(C Bf #{b7*-r X 5 +-EKd^» 
*a* *IT V> * O Wffi*ff 3 o EDisclDi: Bf 4§{fc 

fc»-a-, X^^7°S aft%£|§lttl Oli, 1 

2 8Vfy h©a»*5S^U DisclDi: LT, DisclDBi^ 

fWS^mES2 i tcm^-rso 

[0 0 4 8] Xr->y7°S 3(C*5V^T, D i sc I DB^ff b^-^ 

0SS2 assume i o^e»«^tifcDisciD 

M3RW«F#«*ig»2 2*i»6«iie«nfcM3R5!l«F9 
tca-^v^T, ±3zBLfc<t5tc, TOCfflfffitfJfcai&iityJ; 
•5(CLTBf#fbLT, EDisclD^fiScL, ^X77 

©y-F^xyTicfearrso m*w«»h»2 2^ 

[0 0 4 9] ^K, Xf7 7S 4fc*5t/^T, Kem^^E 
is3L—)V2 3 ©hashlli^HISS 2 5ti, Kemfg^-ti?^ — 
;P2 3©Kra^*y 2 4^5., gfftfif^©vX^+— Km* 
W»a-To Kem%^- ; Ei>^-;l'2 3 ©hashMifclHlSg 2 5 
7f77°S5T;\ ±3?JiLfcie (1) fCfiEV\ T^-Tf 
X<> 7©DisclD s fe.kt^Km^^ey 2 4^e.K*fflLfcV 
X^^-Km©^fchash!WIS*3ifflLT, ^7i7f^ 
7VX ^-Kem*ft»: KdBf ^fbfl^HIKS 2 6 fc« 
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13 

[0 0 5 0] Xfy^S 6lc^T, ajR9S£l£l 

Kioti, 4 otr^ KDa»*asfeu fVx^+-Kd 

#®&2 6ti, Xfy^S 7{CfeV^T, SURfg£lIII&l 
Ofr^^nfcxVX^-Kd^ hashMSHIES 2 5 

[0 0 5 1]-S, X7-^y 0 S 1 T\ ft-f>X^7fc:ED 10 
isclDilHt^frrVX^— EMtfm^&IZtir^Z tm 
SSilft^ Xx^7°S8{Cjt^ DisclDHg#{ta« 
Hi, d<D^v s -i'X^7^&^tii^tlfcEDiscl 

ft'tttt^ DisclD^lfiio 

[0 0 5 2] X7^y7°S 9(C:jo^T, Kem^^^a.— 
;l/2 3 ©hashMiS(0ES 2 5 It, Kem^^eS^-^ 2 3 
©Km^U 2 4^e, «»f1»^©TX^^-Km^K^t±J 
-To Kem5g^> ? 3.-;l/2 3©hashiliS[[HlES2 5«, X 
•f>y7S 1 0T\ ±3zEL7 , cS (1) ic^V\ t^VX^ 20 
7 <DD i sc I D t VX £ ^-KmClg-a-tChashMi^Sffl b 
Ts ^X^T^^VX^-Kem^ftlf U KdHg^ffc 

[0 0 5 3] ^.IC, X-x>y7°S 1 1 K$5^X, KdHf-^fb 
«^IHES2 6{i, ^7 2 VX^7^P.K^tB$nfcBf^b 
•fVX^-EKd£\ hashMifclUSg 2 5 Sgtfl&o 

-Kd^f^o KdHf mtam®& 2 6 it, fVX^-Kd 
3\ KsBf ^fklHlES 2 7KfflAtS. 

[0 0 5 4] Xf7 7°S 7^fc«S 1 1 ©ffllicDtt, a 30 
Sf8:£leIE§l OteU Xf-y/S 1 2Jc£>^T, 4 0 tiV 

2 7, *3j;tfn>^>'^7 2 -^Ht^k[lIS§2 8tCffiXJ-T 
5„ KsBf mtMf& 2 7 ti, X-T^y/S 1 3te*VT, Kd 
Bf^{blS#[H]S§ 2 6 (Rg^fbf V X * ^-EKd/b^T^V 

x^7tcia»^tiTv^^ti^) x sfettfys^BKi 

0 (Hf^ifb-fV X^— EKdtfftfV X^ 7 fc§BS£tX 

t^av^) ^awixofc^vx^^-Kd-e, a» 

T, WHfffrte***— EKs*£J58-$-So KsBg^ftHISS 2 40 

Of- £xU rev* *?\Z.mMt 5o 
[0 0 5 5] &{C, Xf-yT'S 1 4fc*5(^T, riVfV 
y-r— *Bif^<bllK2 8 {4, KsfcJ;^ 3> 

© ^ >-t«- * wcefw § <> 

[0 0 5 6] Xf-yT'S 1 5fc»^T, W»{k*4©a- 
IhIS§«s <Dnyf>7 7 s — # ^IBH L fcfr Sfr ©¥U 

av^JpJ^nfe*&, Xr-y7"S 1 6KJ1», Hf-Sffb 50 
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g|5 4©&[I]Eg{i, ^fyx^7<7X fc/cf-^IBSL 
tt^^t^^£7^-feXU X^<y7°S 1 2fcMDs 

ttTraaoftra^os-To — xfy^s 1 st\ 

[0 0 5 7] fiU:©«t3fcLT, *fftf#fr£SlB8:5 
^■feyX^SitC, #*6ftfc/ffi£€>M^5)J?f 
T\ Hf^b^ftfcDisclD^WfU DisclD^ffSiltfc 

vfcvvgav LCf^x^onyry'yf- ^*HS#o 

IBIS«{* (DisclDftTOSSftT^ftV^BS8tflO fcffiS 
Lfct Life, ^©3>f>7f-^^, jfcflc©2&3« 

[0 0 5 8] Wc, 07O7O- ^•V— 

1H§fiP5fc:<k»)fTt>n3* nyfyyf-^oSttl 

*RWTS« Xf77°S2 Hcfcl^T, EDisclDa^HI 
Eg 4 Hi, ^X770'J-Ryi 1 J7^5i*(ii 
£ ftfc, Bf^-fbS ft fcD i sc I £ ED i sc I D^ttlfc 
So fifc, tftf$W9IBiS4 9 It, 3tfVX^7©f-^ 

lyrcN-ymytSo 

[0 0 5 9] EDisclD^HIIS4 1 It, XryT'S 2 2 
tcfe^T, M5S5»J«F#^laliS 4 2*»6«|&«nfcM3R 
?iJ^fca^'/^T> EDisclD^I-^LTDisclD^fffc 
'fa, Kem^^e^jL— ;I/4 3 cDhashRliSjIlliig 4 5Kffi* 

-rso 

[0 0 6 0] ^fc, X-r>y7°S 2 3(cfeV^T, Kemfg^ 
-t^n.— ;l/4 3 cDhashMSlelSS 4 5it, ED i sc I Dfl^H 
SS4 1^6ffi*SnfcDlsclD*SttB{5i:afefc, 1tt« 
W9J0R4 9«eRI91bfcttt«te(SEoT, Ki^t'J 4 4iJ> 
eSl^m^n/cVX^*— Km^S^t), ±xELfcS 

(1) t^xVX^ 7 0DisclDi:vX^^— Km© 

iSdichashHR^H^ LT^7i^f^7^X^*-Ke 
m^^ffi EKdlS^lHlfS 4 6 KWfct %o 

[0 0 6 1] X-r>y -fS 2 4 fc*5V^T, EKdlM^-lHlSfS 4 
6lt, )"£f ^ X ^ 7 © 'J - K^f > I 'J T^^I^tHS tl 
fcHf^b-fVX^^-EKd^WUSo EKd«^@fS4 6 
It, Xfy7 > S2 5T% C©K*ffl*tlfcHf-^fb-fVX 
^4^— EKd^r, hashM^iagS4 5^e»SttBJofe-l'7x 
^f-f 7vX^^- KemT^^bT, -fVX^^-Kd^ 

utmu EKs«^nigS4 7cm*«. 

[0 0 6 2] ^tc, X^-y^'S 2 6(cfeV^T, EKsfl-^ 
0gS4 7«, «fVX^ 7CD7 2 — ^XiJJA^l^a^ 
ftrc&JZ'ir&iDBgmt-teZZ*— EKsi (1=1,2,...) 
SttffiSo EKstK^IUHl 4 7 tt, Xf-y7S2 7T\ C 

4 6 ^S^^ofc-fVX ^4^— KdT*«#LT, -fe^^ 
Ksi^iCffiL, *«-*§@Sg4 8(Cffl 

77-r§o 
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[0 0 6 3] Xff7S 2 8lz$5^T, uyrZ/Vr— 

[0 0 6 4] ^{C, Xfy/S 3 0iCl5V>T, H^SI5 5 
©=&[ElliS«> ^X^TOf-^x'JT!!)^, £T© 

T © 3 >-r > V 7 s — * tf£ Hi S ftT V ^ft V ^fc f 
?nft«^, Xry^S 3 1K38*» tt^ffiis 5 ©#[Mig 
(±, ^X^7C, S^»Eii?ntV^t^©t^ 
^©f-^0«^S^ Xf7 7'S 2 6tt«©*&31* 

[0 0 6 5] <KD£?lC, IE««{*© I D£:£fiSt U BfS 

-Km*aa«-r S C fcfc J; D , ^-^©VX^-MKT 

Hf^b^tifc^-^Tfell^ (B£) tsctm 

[0 0 6 6] ft:Jo, ^L^HSSO^SgfCfeVTa:, Km 

<t 3 {c Lfc^\ «frt£re©vx**-Kmfr k®S©ti£ft 

tf/Wxt l^rfattMRf *3a**^ ^oiS 
fattKBS f fcJtfrlftftOvX*^— K»*ttA"rS c tic 

f lcM*)ML-*7sZ*~-M%:ftXirZ><it <t0, 1 tfirf^ 

[0 0 6 7] C©173ftttMSf fcLTtt, ffl*.fcf. Ha 
shMSe^MD 5 (Message Diget 5) Sffl^SCfcii^ 

[0 0 6 8] *mu&. ftxVx^^teiiaw*^ 

[0 0 6 9] ±5ELfc— A-F^xTti 

s-esc — 3S©iaa*v7h^x7'te«tD 

?jw ©/ y n > tf a. - * ft h > tes^f*^ e> 

>X F-;l/jn§o 



(9) f$HS2 0 0 0-2 3 1 7 6 0 

/<5 

[0 0 7 0] C©|E®$«*:fc3\ rrvtf j.— ^fctiSUfc. 

^ 5 AtffEfflJ ^ntl/^IIf-fX^ ( 7 D >y tf tV X 
^£rgt?) , Tt-rVX^ (CD-ROM (Compact Disk-Read 
Only Memory) , DVD (Digital Versatile Disk) 
is. Mlf^X^ (MD (Mini-Disk) *3*r) , gL 

D^sn§fcltTft<, n^e^-^^&ffliWAI; 
nfc*MBT?3.— " n« , 7°n As^lBS* ft 
10 TV^ROM^, A-Kf^Xi'&HtMSnS. 
[0 0 7 1] 

feSfflf*-©tt«K«je;f ssmb^-^^l, ^©^ 
ssftT^sx— ^is^sidKLfc©-?, tees 

[0 1 ] *S8i£jiffl LfcftirV X^fBSW£i§B©- 

[02] ^VX^fclHS^tx^-r-^^^-rSHT 

[0 3] 01 ©Bf^ftSP 4 ©rS»©«l««35^HTf* 

[04] 0 1 ©ft^5©ftgl$©#J&^-r0T-fe§o 
[0 5] Km^UfciElt^ftS-r— 

[0 6] Hl©B(r^t»4 0»ff*KWr*7a-^ 
— r--?£5o 

[07] Hl©WMB5©»fls«MW"r*7n— 

1 ATlSP, 2 WffSIKg, 3 KSS^IhIES, 4 Bf 
#<baP. 5 fK-ffff, 6 \tv>7Tv~?, 7 T^-rVX 
^, 8 -9— #0K. 9 Xtf>K;^-^, 10 SL 
9&£mto. 2 1 DisclDBi^ftfl^IlES, 2 2 
40 $\m^±m$&, 2 3 Kemfg^^a.— ll, 2 4 Km 
^^U, 2 5 hashMi&ESS, 2 6 KdHg^<t«^[5J 
ES, 2 7 KsHg^fkmSS, 2 8 rj^-r^^T 2 -^®^ 
ftmSS, 4 1 EDisclDfl^IalgS, 4 2 M3R5lJW#« 
£mSg, 4 3 Kemfg^^a.— 4 4 Km^-tU, 
4 5 hashM^lHlSS, 4 6 EKdll^lHES, 4 7 EKs« 

^hies, 4 8 ^STi/yT-zmmmm, 49 m 
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G 1 1 B 

G 0 9 C 

G 1 1 B 

H 0 4 L 
[ F I ] 

G 1 1 B 

G 0 9 C 

G 1 1 B 

H 0 4 L 



20/10 
1/00 

19/04 
9/08 

20/10 
1/00 

19/04 
9/00 



(2006.01) 
(2006.01) 
(2006.01) 
(2006.01) 

H 

6 6 0 D 

5 0 1 H 

6 0 1 A 



im&Bl ¥fiU8¥3£ 17H (2006.3.17) 

[ ¥ m m ie i ] 
iffijEttmwM%i mmm 

[If Mm 1 ] «IMig&iBil«f* t x- ^ ^feiSt" «i.8IBgSIfc*^T, 

< t fe i «±om«o«f«B«%iE«'r 5B«?a t * 
t? Hi # ft -r § sg i <d Bt * ft # m t > 

M IB St 1 <D Hf ft ¥ S £ <fc D Bt ^ f t £ n M IB lg 2 © » & , M IB If 1 ©*Olft«##k 
t fc M IB IB il « f* IB it 3 S! 1 © IE A ¥ IS 

[w*«2] MiB&sf#fiB>j«$g*, a»tLT»4stssicass4¥S*« 

E> ff x. , 

mi IB Sg 1 © Bf ft ¥ © it . MIBE«iift3^ : fi6*HBJB20«*#LTfS»-&. M IB IB 
£ ^*#H!i:i:^-§lf5t<iR l IB t£ © Iff IS IB it S « 0 

4> & < i: fe i w ± © tfi ft © s a * ib it -r § * o k ib it * m w + % ib « * q tn x f- 7° t 

MIBIB^«f*^IB^t- ^ x- ^ ^Bg^ffT 5ft86lcja^«I 2 ©^jtulBSf? 1 © It 1? Bt 
ffttSSl CD Bf ^ f t X x >y 7° il , 

mibh i tommtxr v 7(ommte v myitis tircMmm 2 <dm% , mmm 1 © si © 

ttt ft S £ t, K M IB IB ft & f* fc IB 8 f 5 <fc 5 t£ IB IS * $J fP f § ft 1 © IB 8 ft ij fP X -f »y 7° 
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-e & o t , 

m ie is m m f* <d m it m m « « t m ib m m m ^ s m 1 oiiiitsijsxf^ji, 
hu wb ib ft ft a tc e a -r s f* - * * m # ft -r « * k « v § « 2 © m * m eh 1 <om-vm 

MIBBt^ibXf--y7°cD5!LSfcJ:DBt^fb$nfcMIBm2cDa^, flft IB m 1 © » © 1ft ft # 
ft *5 T s 

HllE»i#fr5, SBlO«T?W#fl:*nfeSB2oai, mi IB S£ 2 © §1 Hf ^ ft L ft M IB 

igi©it©tftft#^. fe«ktf«riae«»#:o«#«Baiii**tt*tti , r«ioii*ffiL¥a 

Iff IB ^ 1 ©tt*tfJb#aK*0tt*ffi*nfcWE*(*:|»S![1ll**«J:tfMeS«##K:» 
JSf£M8B*B?B«fr£>ffiaBSi 1 ©«£r£j?5c-f££fi£^ISk, 

IS fc 

[ff3j<^6_] M IB IB M 1* « , i»Oi**ttlc»a« tiTfe D , 

k * m u ^ is k „ 

m ibh i (om^^&ic £ <o m^z nrciamm 2 <dm-? , mmm 2 (Dm^m L^mic ^ ^ 
mz-tti-s n rem mm 3 © n % « -*t -r £ as 2 com^^mt , 

#^IS 

££5fc:«i3.3c:i::&«FfKi: f § If * g 5jc IB « © 'If 4B M Se 

© m m n £ n & k. *s ^ x , 
bu ib m m m # e> „ igi©sii?Hi^it£nfcjfi2©i», MEm2©®^Bt^{bbfcME 

Jg l ©H©1ftft#^ fc«fctfffiKKS«#©*»#MBiJ«»£Sfc#tti"fa§ 1 ©M&tB LXt" 

m ibis i ©s!» m b xf- y f<Dmm.K & k> mz-m s ftfctaein*iiB!it* $8*5 <£ tfuet 
ww&±f&x7- v ?(Dfiimtc & o tiitm9&t6 i © m x, mmm 2 omttm^ir 

l oi^xf'^i: 

im^msj mwaiM&mmmfctemmz n t v> s -r - * * w£ *• §«iS4is 

4> ft < k fe 1 W ± cd tt ft © « « * IB It f S «fc 5 IB It * S 'J m t 5 IB « M fflJ X t- v 7 t 

mmmmmftfrz, m 1 witznrzm 2 com, mmm 2 on^Bt bfcME 
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icnm-r zmmw^Mfr zitsmwi 1 <vm* £ j£ -r § £ fig x x >y 7° t , 
iias^xf-yy^nicj; d ^ ^ ^ n fc m fa ^ i mmm 2 com^m^t 

[ ft m m 9_] fit % is £i & b s tc a « $s s £ & ■ «fc o t 9 - * # la m $ fc » w £ * n 

Jnft, ffi IB ~r - # * 8f ^ ft -rSfca&lcffl^SM IE %S 2 Omttf IB ISnt^St tfelc 
M IB gg 1 0*T?«f-9ft:*nTV*jKre»20«tt, fulBIg 1 OlOttftl<JtHIttlt. 

[¥«E*§IE 2 ] 

[SiEM^^g^] 0 0 1 6 

[ffilE © ft 
[00 1 6 ] 

If 3_fc|B«<D'If $g|BiS^}£f±, < fc fe 1 tt±©ttttt©*B*«*K1if * .J: 5 fc: 
E**WfPt5Bi«»Xfy^fc, IB ft ft f* © ft ft 9K gij fit ffi & ffi M 6 lg 1 © » * £ 

sg i ©ttTfut^ffc-rsm i <Dm^<txf->yyt, m 1 oBt^ftxry ^©Mit j; d hs 

[ ¥ ft M IE 3 ] 

:ifiE*f^»w«] mmm 
imjEMmmuzi 0017 

[ffilE^ffi] IgJg 
[SIE © ft 

[00 1 7 ] 
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